The Protection of Personal
| nfor mation Bill, 2009

I ntroduction

Cabinet’s approval of the Protection of Persontdrimatior
Bill (“the Bill’) in August 2009 was greeted with a
collective sigh of relief by many legal and indysgxperts.
This watershed legislative development has beeerbag
anticipated since 2003 when the South African Law
Commission first released its issue paper on pyia
data protection.

The Bill's approval by Cabinet and subsequent tegin
Parliament has signified a major stride towardsaased
legal certainty in information security regulationSouth
Africa. However, there is still a lengthy constitual
process that must be followed before the legigtatio
becomes binding on individuals and companies. ltokar
2009 the public was invited to submit commentstenRill.
Once these comments have been analysed and possibly
incorporated into the Bill, an updated version \wél
submitted to the National Council of Provinces #mel
National Assembly for approval. It is likely thaet Bill will
contain further amendments before it is sent tdPitesident
for signature and then published in the GovernnGaette
There are strong indications from Government thaill
will be passed into law before the start of theAWorld
Cup tournament in South Africa in June 2010.

In the meantime, it is critical for companies tsess the
information management arrangements currentlyacegin
their businesses in order to determine how reagly dne to
meet the requirements of the new legislation. Bseailts of
these privacy impact assessments will help compdnie
begin re-aligning their strategic objectives arfdimation
management processes to ensure future compliaticehei
legislation. Companies will still be able to collemd use
personal information. However this will have todmne
within the framework prescribed in the Bill, whiaims to
ensure that individuals retain control of how thm@rsonal
information is collected, stored, shared or useahiyway
by other persons or organisations.

K ey implications of the Bill

Businesses increasingly rely on personal informatten
making decisions about potential customers, emplewand
even product development. Indeed, electronic
communication has become an inextricable compaofent



contemporary business practice. The use of thenetend
mobile technology for shopping and banking servites
provided new sources of personal information wienhble
companies to make decisions about individuals based
their “electronic profiles” without properly veriityg the
information. This free flow of personal informatiaiso
increases the threat of criminal activity relateddientity
theft.

The Bill attempts to address these concerns bygieffect
to the core information protection principles thed applied
internationally. In order to comply with these mijples
companies who process personal information, manoall
electronically, must ensure that:

« Personal information is only collected or storei if
is necessary for or directly related to a lawfull an
explicitly defined purpose;

« Personal information is collected directly from the
individual with the individual’'s express consent;

« The individual is informed of the specific purpose
for which the personal information is required arf
all the intended recipients of the personal
information;

« The personal information is not kept any longentha
is necessary for its purpose;

« The personal information is not distributed for any
other purpose without the individual's express
consent;

« Mechanisms are implemented to ensure that records
containing personal information are kept accurate,
up-to-date and complete;

« The individual is allowed to access the personal
information at any time and request it to be
corrected, changed or deleted;

« Appropriate technical and organisational measures
have been taken to protect the personal information
against the risk of loss, damage, destruction or
unauthorised access; and

« Information Protection Officers are appointed and
properly trained to oversee compliance with the
legislation.

Spam and automated decision making

In addition, the Bill contains a chapter that deslscifically
with unsolicited electronic communication (“sparaf)d
automated decision making (“electronic profilingThis is
aimed at protecting consumers from being unreadpnab
targeted by unfair marketing practices. In termthf
chapter if a consumer does not respond to a dimacketing
invitation sent via an e-mail or a mobile text naegs a
company will not be allowed to contact that consuene
second time. Companies will also be prohibited from



making decisions about individuals based solelyheir
electronic profiles compiled through the trackiridii@style
or spending habits.

Liability and enforcement provisions

Failure to comply with the legislation could resalt
exposure to civil and criminal liability, includirfgnes
and/or imprisonment of up to ten years. The respditg
for the monitoring and enforcement of complianct rest
with the Information Protection Regulator, an inelegent
statutory body to be established once the Bilaissed into
law. The success of the legislation will dependédéy on
how effective the Regulator will be in influencing
companies to appreciate the business value of eetlan
personal information protectiomd empowering individua
to meaningfully exercise the increased level obinfation
control afforded to them by this landmark legisiati
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